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Abstract 
The study analyses the possible responses to cyber-attacks through 
cyberspace deterrence. The inundated cyber-attacks have 
prompted major powers to establish cyber deterrence. However, in 
the absence of a model of punishment, as it is empirically found in 
the nuclear domain, the efficacy of cyber deterrence is limited. The 
model of punishment against cyber-attacks is based on the 
traditional nuclear deterrence model, which is either deterrence by 
denial or deterrence by punishment.  Cyber deterrence may not be 
a replica of traditional deterrence and give similar response 
measures in a cyber-attack. The assured retaliation in cyber 
requires an explanation of response measures that do not cause 
collateral damage. The paper concludes that cyber aggressors 
escaped retaliation due to the lack of attribution and not being 
punished due to limited retaliatory measures. 
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Introduction 

he cyber domain has gained importance since the advent of 
computerized networks as the foundation for military and economic 
power.1 As States' reliance on digital platforms increases, their 
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national, military and economic securities remain at risk from cyber 
threats.2 The States' and peoples' reliance on computer networks has 
grown more since the Covid-19 outbreak because of the worldwide 
lockdown.3 The advent of the digital domain, the need and means to 
protect assets in the cyber world has gained traction.  

One of the major issues within the cyber space is the lack of 
physical boundaries.4 Clear physical and geographic boundaries, which 
demarcate the extent of land, sea and air domains, do not exist in 
cyberspace. Thus, the scope of securing the cyber space becomes a more 
daunting task.5 In cyberspace, it is not enough to merely secure the 
computer networks. No matter how holistic, security is, it can be breached  
by a single well-planned cyber-attack exploiting an overlooked area.6 
There have been many examples in the past of such incidents where 
nefarious actors have successfully circumvented a state's cyber security to 
launch a successful attack. One such attack that targeted American 
intelligence agencies was the SolarWinds cyber-attack in December 2020.7 
With technological breakthroughs in cyberspace weaponry happening at 
lightning speed, states have started engaging in warfare by cyber means.8 
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Center, September 1, 2021, https://www.pewresearch.org/internet/ 
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and Deterrence," Joint Force Quarterly 77, no. 2 (2015): 8-15.  
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Stuxnet and the Russian-Georgian cyber conflict and tactical cyber 
operations by the US against Islamic State (IS) in Afghanistan are examples 
of such cyber operations.9 Thus, cyber warfare is being employed for 
desired effects at the strategic and tactical levels.10 

Thus, states consider responses through deterrence strategy to 
protect the cyber space, which may deter nefarious actors from instigating 
such attacks.11 The question, however, remains whether cyber deterrence 
is even possible.12 As is the case in traditional deterrence models, the 
threat of punishment must be evident and credible so that there is no 
ambiguity regarding retaliation.13 It must be etched in words as well as 
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Warfare 19, no. 4 (2020): 17–28. 

9  For details on reported cyber incidents (2006-March 2021), "Significant 
Cyber Incidents Since 2006," Center for Strategic and International Studies, 
accessed May 15, 2022, https://www.csis.org/programs/strategic-
technologies-program/significant-cyber-incidents; and also Sico van der 
Meer, "State-level Responses to Massive Cyber-Attacks: a Policy Toolbox," 
Clingendael Institute, December 2018. 
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Decade. Proceedings 2020, G. Visky et al (eds.) (Tallinn 10132, Estonia: The 
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Nuclear C3 Stability (Washington DC: CEIP, April 2021). 
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partner states. See Timothy M. McKenzie, Is Cyber Deterrence Possible? 
(Maxwell, AL: Air Force Research Institute, 2017). As far as SolarWinds attack 
is concerned, the U.S. did not retaliate despite knowing the origin of the 
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its communication part exists but employment or punishment is completely 
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and Richard Smoke, World Politics 31, no. 2 (1979): 289–324; Glenn H. 
Snyder, “Deterrence and Power,” The Journal of Conflict Resolution 4, no. 2 
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actions. Any possible deterrence theory for cyberspace will constitute the 
same critical facets as the theories which came in the past.14 The study 
aims to understand present theories and concepts related to deterrence 
strategies and subsequent actions in cyberspace. Conceptualizing and 
preparing actions and subsequent responses to a cyberattack are daunting 
since the basic foundations of cyber deterrence are unclear despite a 
dearth of traditional and nuclear deterrence theories. Finding a mix of 
passive and active deterrent actions is the key to building a retaliatory 
cyberspace strategy. 

Finding an answer to the question of how cyber deterrence works 
is the study's primary objective. It focuses on the nature of cyber warfare 
and security, the emerging cyber threats, impacts of cyber-attacks as well 
as the challenges in cyberspace.  Keeping these attributes in mind as well 
as looking at empirical evidence from recent cyber-attacks, the study 
attempts to ascertain the possibility and means of understanding cyber 
deterrence theory. The paper is divided into four sections: In the 
beginning, most recent cyber-attacks are exemplified to understand, how 
modernized cyber warfare is and what are its impacts? The second section 
explains cyber-space vulnerabilities and challenges. The third section 
addresses these vulnerabilities through cyber deterrence concerning the 
effectiveness of the model of punishment. The last section focuses on the 
ingredients required to establish cyber deterrence. 

Understanding Cyber Attacks 

The world has witnessed more cyber-attacks since the twenty-first 
century.   As the states' and individual reliance and access to network 
systems increases, so does their ability as well as vulnerability in 
cyberspace. At least three international skirmishes have escalated to 
conflict levels initiated by cyber-attacks. These include the Israeli-
Palestinian conflict of 2000,15 the Russo-Estonian conflict of 2007,16 and 
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the Russo-Georgian conflict of 2008.17 The Ukraine war is also witnessing 
cyber-attacks by Russia and the US intelligence agencies have warned that 
Russia may launch cyber-attacks on the US and its western allies due to 
severing of diplomatic relations over the war.18 The abovementioned 
incidents are not isolated events since cyber-attacks for political purposes, 
with or without governmental support, are becoming frequent.19 

Not all cyber operations with malicious intent can be grouped as 
cyber-attack.20 Merriam-Webster dictionary defines an attack as a violent 
act against something or someone. Translating that to the cyber space 
means that the state infrastructure, such as economic or military, is 
'something' against which a cyber-act of violence has occurred. The Tallinn 
Manual on the International Law Applicable to Cyber Warfare describes a 
cyber operation, "whether offensive or defensive, as one which is expected 
to cause injury or death to persons or damage or destruction to objects."21 
Traditionally, experts have categorized a cyber-attack as (permanent) one 
which causes physical damage to property or injury to persons.22 
However, cyber operations categorized as disruptive, aggressive or 
causing temporary damage could also potentially rise to the level of a 
cyber-attack depending on their impact on intangible state infrastructures 
such as the economy.23 The US SolarWinds attack of December 2020 is one 
of the most recent examples of a systemic cyberattack that exploited 
vulnerabilities in the network system of U.S' national agencies.24 
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US Solar Winds Attack 

Solar Winds cyber hacking attack is one of the biggest cyber 
attacks that targeted US government agencies, including intelligence and 
nuclear administration agencies, labs and private companies.25 The attack 
targeted ten major US agencies, including the National Nuclear Security 
Administration (NNSA), US Treasury, the Department of Homeland 
Security, the Department of Commerce and parts of the Pentagon.26 The 
exact scale of the attack still remains unknown; however, more than 
eighteen thousand computers attached with over two hundred and forty 
networks being run by SolarWinds were attacked.27 The SolarWinds 
breach highlights US cyber security vulnerabilities. The attack was carried 
out using "Trojanized" updates to SolarWinds' Orion IT monitoring and 
management software posted on the company's website. The Trojanized 
update run code created three backdoors (Sunburst, Sunspot and 
Teardrop) into the compromised networks that hackers exploited for 
credential theft. Cyber security companies, including Fire Eye, Microsoft 
and Crowd Strike, carried out an assessment of the Trojanized code and 
identified three different strains. 28 
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Fig1:         Trojanized Backdoor Codes 

 
 
It was assessed that the cyber-attack remained dormant for weeks 

before being detected. A timeline of events mapped by SolarWinds shows 
that the attack began in September 2019. 

 
Fig: 2                             Attack Timeline- Overview 

 
All Events, Dates and Times Approx. and Subject to Change, Pending Completed 
Investigation. 

The Solar Winds attack highlighted the US cyber-security 
vulnerabilities as well as problems associated with attribution in the cyber 
space. If a developed country like the US remains vulnerable to such cyber-
attacks despite its advanced Cyber Security Directive, there is reason to 
assume that countries with nascent cyber-security programs remain even 
more vulnerable. The Trump administration blamed Russian involvement 
in the attack.29 American officials have blamed the Russian military 
hacking group "Cozy Bear" for the breach. FireEye, Microsoft and Crowd-
Strike have assessed that Sunburst and Sunspot source codes resemble 
Kazuar. It is a malware strain linked to the Turla group, which is alleged to 
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be Russia's most sophisticated State-sponsored cyber espionage outfit. 
Researchers at Kaspersky and Symantec have identified similarities 
between Sunburst and Kazuar source codes. However, Russian intelligence 
agencies denied the involvement.30 The attack left more diplomatic 
bitterness in US-Russia relations. 

The Solar Winds cyber-attack suggests limited US cyber deterrence 
responses. The US was preparing to retaliate against Russia. However, no 
specific details were shared. The White House press secretary Jen Psaki 
stated that the government will carry out "a mix of actions seen and 
unseen."31 President Biden announced more sanctions on Russia after the 
Solar-Winds attack. However, it is debatable whether economic sanctions 
would establish cyber deterrence's effectiveness. 
Iran Nuclear Facility Attack 

In April 2021, while the world powers and Iran were attempting to 
re-negotiate the Joint Comprehensive Plan of Action (JCPOA), the Natanz 
nuclear facility in Iran suffered an electrical blackout resulting in damage 
from the centrifuges housed at that facility.32 The blackout came a day 
after Iran disclosed that new advanced centrifuges had been set up at the 
facility.33 The Iranian leadership termed the attack at Natanz as an act of 
nuclear terrorism through the cyber space.34 It is argued that an explosive 
device was planted, likely by Israel, near a gas line. However, experts 
believed that a cyber-attack was used to trigger the incident.35 Later, an 
unnamed Middle Eastern intelligence official revealed to the New York 
Times that Israel had caused the blast at Natanz. Previously, Israel's 
foreign minister Gabi Ashkenazi had responded obliquely when asked if 
Israel was behind the incident, saying, "It is better not to mention our 
actions in Iran."36 

While most cyberattacks are not considered physical attacks 37–as 
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they mostly pertain to the theft of virtual information or sabotage of 
virtual infrastructure- the Iranian nuclear program has been repeatedly 
targeted with cyber- attack which caused physical damage. 'Stuxnet' attack 
at the same Natanz facility a decade earlier remains one of the first 
demonstrations of cyber-attacks with physical manifestations. Computer 
codes caused real-world physical damage by interfering with the 
centrifuges controllers, spinning them at breakneck speeds, resulting in 
slow-motion explosions, which were not detected until it was too late.38 It 
is one of the most sophisticated and targeted operations jointly run by the 
US and Israel.39 The Stuxnet attack provided a new understanding of 
cyber-attacks to the world that cyber-attacks could also cause physical 
damage. 

Vulnerabilities and Challenges in the Cyber Space 

Advancements in the cyber space have been occurring at lightning 
speed in recent years, with more actors realizing that the vulnerabilities 
inherent in the cyber space can be exploited. In order to develop 
deterrence against cyber-attacks, one must first understand the 
vulnerabilities and challenges inherent in the cyber space.40 Some of the 
main challenges and vulnerabilities of the cyber space, which States would 
need to contend with while formulating any potential cyber deterrence 
policies are elaborated below. 

Regulation and Attribution 

One of the most significant challenges and vulnerabilities in the 
cyber space remains that of regulation and attribution.41 Vulnerabilities 
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38  To understand the physical damages caused by the Stuxnet, Jon R. Lindsay, 
"Stuxnet and the Limits of Cyber Warfare," Security Studies 22, no.3 (2013): 
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39  Gordon Corera, "Iran Nuclear Attack: Mystery Surrounds Nuclear Sabotage at 
Natanz," BBC News, April 12, 2021. 

40  There is a dearth of literature of vulnerabilities and challenges to cyber 
security. Some of the research papers are analyzed for literature review. J 
Chen, “On Levels of Deterrence in the Cyber Domain,” Journal of Information 
Warfare 17, no. 2 (2018): 32–41; Robert Ghanea-Hercock, “Why Cyber 
Security Is Hard,” Georgetown Journal of International Affairs, (2012): 81–89; 
McKenzie, " Is Cyber Deterrence Possible?"; and also see Sitara Noor, “Cyber 
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(2014): 1–19. 
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associated with deterrence in the physical domain are amplified in the 
cyber space due to attribution difficulties. For States' cyber deterrence to 
be seen and presumed as credible and capable, they have to demonstrate 
their ability to not only pre-emptively detect the attack but also attribute it 
to the right actors. "Assumptions about identity, intent, nature or 
rationality of a typical cyber adversary can be called into question when 
forming the basis for retaliation."42 Attribution is a time-consuming and 
expensive endeavour. It has been proved by the SolarWinds attack as well 
as solving the mystery of Iran's allegation of an Israel-led cyber-attack on 
Natanz. 

For cross-border cyber-attack investigations, the jurisdictional 
limitations can further hinder the efforts to establish the attack's origin 
and the attacker.43 Going through official lines of communication to 
request access to data and evidence is onerous and can hamper the 
investigation when the information needs to be collected as quickly as 
possible. One of the most pertinent examples, which signify the difficulties 
related to attribution, is that of the Mariposa botnet, which was involved in 
denial-of-service attacks and cyber-scamming.44 The botnet consisted of 
thirteen million computers being used for malicious activities. Attribution 
for the botnet was a momentous exercise involving hundreds of human 
hours and research to track the source IP and the cyber actor.45 

Emerging Technologies 

Today's world is overrun by many emerging technologies, all of 
which have direct or indirect implications in the cyber space. Artificial 
Intelligence (AI), Machine Learning (ML), Blockchain Networks, Big Data, 
Internet of Things (IoT), mega constellations,46 cloud and quantum 
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computing are few of the many transformative technologies which will 
have a substantive impact on physical and cyber spaces. As likely as these 
emerging technologies are radically changing how humans work, 
communicate and even fight in the future, they are simultaneously capable 
of disrupting vital services and posing a massive threat to strategically 
vital networks.47 

With the advent of 5G technology, the attack surfaces and the 
number of entry points for hackers increase drastically as more devices 
with minimal security features are connected to the same grids. Not only 
do these interconnected devices increase vulnerabilities in the cyber 
space, but their ability to communicate with each other also remains one 
of the weakest links in 5G security.48 AI and ML are other facets of 
emerging technologies, which will have consequences for the cyber space. 
These technologies have become critical linchpins in information security 
as they exponentially increase the speed with which data is identified and 
analysed. Owing to their ease of use and increasing ease of access, 
cybercriminals can use AI technologies to go through defences while 
avoiding detection and subsequent attribution. Therein lies the 
'AI/cybersecurity conundrum.'49 While AI and ML can guard against cyber- 
attacks, sophisticated cyber criminals can also bypass the security 
algorithms through data manipulation using the same technologies. This 
manipulation can remain dormant and undetected until the right time, 
which will have integrated into the victim's cyberspace.50 

Cloud Computing Risks 

Cloud computing is the availability, on demand, of online servers 
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for data storage without the physical and active involvement of the user. 
Cloud computing has revolutionized cyberspace, enabling users to keep 
large-scale data freeing up their servers at remote locations. It has 
accelerated the speed of work for businesses and organizations. Given its 
popularity, cloud computing is expected to reach 947.3 billion by 2026.51 
However, as with most beneficial technologies, there is also a downside – 
cloud vulnerabilities- in this case. Cloud data centers experience the same 
threats as traditional data centers. However, given the virtual nature, the 
vulnerabilities increase. Businesses are shifting their operations to the 
cloud, making cloud providers a profound target for hackers. In this 
connection, Distributed denial of service (DDoS) attacks are frequent. A 
business-oriented website in a DDoS attack remains at the attacker's 
mercy for days or even weeks, which may result in loss of revenue, brand 
authority and customer trust. 

On the other hand, there is a greater possibility of adversaries 
gaining access to exploit vulnerabilities in cloud computing. One of the 
most common and exploitable vulnerabilities is account hijacking, where 
malicious actors can steal users' account credentials through phishing, key 
logging, buffer overflow attacks, XSS attacks and brute force attacks.52 
Likewise, cloud data breaches are increasing, especially since securing 
sensitive data is becoming daunting. 

In cloud computing, Application Programming Interfaces (APIs) 
are convenient and efficient means of sharing information with two or 
more applications. However, insecure APIs can be another source of cloud 
vulnerabilities. API's greatest benefit is accessing data from any part of the 
world and from any device. Hackers are leaving no stone to unearth to 
gain access to vulnerabilities and exploit authentication via APIs provided 
ample time. Hackers can exploit insecure APIs to access data and launch 
potential DDoS attacks.53 With more and more private and public sector 
organizations increasing their dependence on APIs, the data becomes 
more vulnerable.54 Additionally, exploitation of cloud system 
vulnerabilities, deliberate or accidental, by potential malicious insiders, 
including current and former employees, contractors and partners, cannot 
be ruled out.55 
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Proportionality of Punishment 

Warfare in the cyber space also raises unique complications about 
applying the International Humanitarian Law (IHL), especially regarding 
the use of force against civilians and proportionality of punishment.56 
Many experts believe that the Tallinn Manual only describes how the IHL 
might be applicable in the cyber space.57 However, even under Tallinn 
Manual, the issues of distinction and proportionality for the protection of 
civilians are not addressed adequately. For example, the scope of what 
constitutes a civilian versus a military object remains unclear in the cyber 
space,58 especially regarding data and functioning of cyber systems. 
Additionally, the definition of attack, as per IHL and Tallinn Manual, does 
not fully account for non-kinetic effects, which are likely to be greater in 
the cyber space.59 Likewise, the assessment for damages as well as the 
calculation of damages remains vague in cyberspace. Encompassing all 
these factors is the lack of guidance for assessing the value of a cyber-
attack for the response or punishment to be proportional.60 

Addressing Vulnerabilities 
through Cyber Deterrence 

Deterrence as a concept has developed and endured since the 
advent of the first weapons. It became a more concrete concept following 
the advent of the nuclear age when States developed nuclear weapons to 
deter the adversary from initiating aggressive action.61 Whereas the 
deterrence theory has a historical lineage, dating back centuries, cyber 
deterrence is still in its nascent stages.62 Most of the academic literature on 
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the subject has only been produced in the past fifteen or so years. One 
school of thought believes that cyber deterrence practices outpace the 
development of the theory. "Tactics, strategy, doctrine, and policy are 
developed and used even before corresponding theories are properly 
understood."63 For any deterrence to be effective, actors need to 
understand their adversary's values and willingness to take risks when 
faced with a potential threat. However, deterrence in the cyber space lacks 
a model of punishment, unlike nuclear deterrence. 

Communication and credibility of one's threat are also important 
factors for effective deterrence. Traditional deterrence models, especially 
nuclear deterrence, presume a stable bi-polar relationship between 
adversaries with roughly equal capabilities, power and the expectation 
and will to avoid nuclear warfare at all costs. In the traditional concept of 
deterrence, referent States are needed. The referent States are considered 
rival or adversary States. In conventional concept, a referent State is easy 
to recognize, unlike in cyber deterrence, where attributing an attack is a 
primary challenge. One fine example is the SolarWinds hack, where major 
nuclear labs and administrations, including intelligence agencies' 
computer networks, were hacked. Unfortunately, a response did not come 
up because of the attribution challenge. President Biden and President 
Putin discussed the SolarWinds attack during Biden-Putin Summit in 
Geneva on 16 June 2021. However, awkward conversations over the 
subject did not let the issue be included in the joint statement issued by 
the White House. 

The cyber space does not contain any elements that make 
traditional deterrence work, especially the issue of including a State as a 
referent object.64 In the traditional model, two States are considered 
referent objects. The model does not include a non-State actor as a 
referent object in a deterrence model. In the cyber space, prominent 
challenges in the non-State actor led to attacks on a state's critical 
infrastructure. 

Unlike traditional deterrence models, the cyber space is rife with 
an infinite number of asymmetric, constantly in flux, multilateral and 
bilateral relations between states and non-State actors, which make the 
development of a clear hierarchy of action and reaction a much more 
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difficult task.65 The availability of cyberspace to a wider group of actors 
complicates and undermines the stability, communication and clarity of 
threat for deterrence.66 However, deterrence in the cyber space is still 
being termed as one of the few plausible means of preventing or defending 
cyber-attacks. The establishment of effective cyber deterrence requires 
the development of newer theories and their implementation mechanisms. 
Like traditional deterrence, cyber deterrence would only be successful if 
the adversary is dissuaded from taking aggressive action in the cyber 
space. Also, like traditional deterrence, the adversary can be dissuaded 
from action through deterrence by denial and punishment. 

Deterrence by Denial 

Traditionally, deterrence by denial seeks to stop the adversary 
from taking any action by convening them that their actions will not yield 
the desired results. For this type of deterrence to succeed, there needs to 
be no doubt in the adversary's mind regarding the futility of their action.67 
For deterrence by denial to work in the cyber space, one's defences must 
be made so strong that the possibility of a successful cyber-attack becomes 
low. Although, establishing it in cyberspace is extremely low. Still, as with 
all deterrence, the communication of strong defences needs to reach the 
adversary for deterrence to be effective.68 Typically, deterrence by denial 
is achieved by having multiple layered defences, also known as the 
defence-in-depth concept. For deterrence by denial in the cyber space, the 
defences could include intruder detection systems, firewalls, encryption, 
and training and awareness of the practitioners. The possibility of 
breaching these defences cannot be ruled out unless assured cyber 
deterrence is established and communicated. Resilience against cyber 
threats as well as the flexibility of defences, are two of the key factors of 
deterrence by denial by the cyber space. Additionally, management and 
minimization of a cyber-attack's potential consequences are likely to 
augment the deterrence by denial by making the adversary weigh the 
costs and benefits of an attack. 
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Deterrence by Punishment 

Deterrence by punishment is the alternative to the deterrence by 
denial concept. Deterrence by punishment works by letting the adversary 
know that the punishment in retaliation for action will be dire. In this case, 
the threat of retaliation and punishment must be perceived by the 
adversary as more costly than any potential gains. Therefore, for the threat 
of retaliation to work, attribution of the action must be established.69 In 
the case of the SolarWinds attacks, the attribution challenge reduced the 
chances of punishment. Although the Biden Administration announced 
sanctioning Russia after the SolarWinds attack, the key question here is 
whether economic sanctions establish assured cyber deterrence. 
Answering this question is a tough job as such measures so far cannot 
persuade State and non-State actors not to commit any future course of 
aggression in cyberspace. However, it may be noticed that if the US being 
an economic power, decides to put economic sanctions on a country; then 
it might contribute toward a cyber compellence. Still, such measures may 
not work against those States whose economic systems are invariably 
different from the world economy influenced by the US economic power. 

Deterrence by punishment in the cyber space works on the same 
principles. However, the issue becomes complicated owing to the difficulty 
of attribution in cyberspace.70 In the cyber space, deterrence by 
punishment can be exerted through retaliatory strikes against the 
perpetrators and potential pre-emptive strikes should the adversary's 
intentions become clear. It is risky to assert deterrence by punishment, but 
other means, including putting under economic sanctions, have also failed 
to achieve the desired outcome. While these are non-kinetic means of 
punishment, kinetic means, such as the attack against tangible targets, 
economic strangulation, and diplomatic brokering, may also be employed 
as deterrence by punishment.71 The complications with such actions 
remain the attribution factor and proportionality of the response options. 
For an effective cyber deterrence strategy, both denials of objectives as 
well as fear of proportional retaliation needs to factor into the adversary's 
calculation of whether the cost of the cyber-attack is worth the perceived 
benefits. Once again, the Solar Winds and Stuxnet and other Iran's cyber- 
attack allegations on Israel can be exemplified where the issue of 
attribution restricts the power to retaliate similarly. In Iran's case, Israelis 
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were not persuaded by the veiled threats of being militarily attacked by 
the former.72 However, one proposed model could be to wait and see and 
launch a non-kinetic retaliatory cyber-attack to at least cause physical 
damage with tremendous economic loss. 

Factors for Effective Cyber-Deterrence 

Cyber deterrence remains difficult to execute, while an integral 
and necessary element of cyber-security, owing to several factors. Several 
facets must align in order for the deterrence strategy to be effective. These 
include communication, signalling, attribution and proportionality of 
retaliation.73 Without these factors, the adversary may not receive and 
process the intended purpose, thus inflating the risks of misunderstanding 
and misinterpretation, leading to potential escalation and physical 
altercation.74 

Communication 

Communication remains one of the essential elements of any 
deterrence strategy, be it traditional, nuclear or cyber. There is a need to 
effectively communicate to the adversary what is acceptable and where 
the redlines are, crossing which would result in a reaction. In the cyber-
space, communication holds a vital function since the space is rife with 
ambiguity. Addressing malicious activities in the cyber space, where actors 
are unknown to each other, broken communication pathways can further 
complicate the ability to send clear indicators for potential de-escalation. 
However, effective communication in the cyber-space would require the 
establishment of norms and a common lexicon, both of which are difficult 
to achieve, given today's global environment.75 

Signalling 

Signalling is another important aspect of deterrence and is closely 
linked to communication. Signalling has been used to dissuade and compel 
certain actions by adversaries in many areas, including the decision to go 
to or avoid war, crisis management, economic negotiations and diplomatic 
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relations. Signalling remains a vital element of any deterrence strategy to 
showcase intent to the adversary. Without signalling, the possibility of 
deterrence by punishment would run the risk of escalating tensions 
because of being misconstrued and misinterpreted. Signalling in the cyber-
space can be achieved overtly through diplomatic and established 
channels of communication or covertly through media and other cyber 
means.76 

Attribution 

As already established, attribution remains one of the cyber 
space's most vital and difficult aspects. With the advent of newer stealth 
technologies in the cyber-space, savvy nefarious actors employ multiple 
techniques to hinder the correct identification of the attacker and the 
attack's correct point of origin. Despite the difficulties, attribution remains 
vital for any deterrence strategy to work as the main premise of 
deterrence, especially deterrence by punishment, is the fear of greater 
retaliation.77 

Several problems are associated with quick and accurate 
attribution, including the possibility of misattribution, availability of data, 
analysis of the attack patterns, time, identification of motives etc. 
Nevertheless, attribution remains one of the most important factors for 
deterrence by punishment to be successful in the cyber-space.78 On the 
other hand, attribution may not always be necessary to engage the 
deterrence by denial strategy. Non-destructive pre-emptive actions, 
including defence-in-depth and augmentation of their security systems, 
are measures that states take for cyber-security. Even without attributing 
the action to a particular adversary, these measures allow actors to 
augment their deterrence. Successful cyber-deterrence strategies should 
blend the technical, cognitive and behavioural investigation of the 
adversary to identify and take appropriate actions correctly.79 
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Conclusion 

The traditional concept of deterrence rests on its three 
manifestations; capabilities, communication and credibility. The 
traditional deterrence concept resides on clearly defined referent 
states, which is not the case in cyberspace, leaving little space to 
orchestrate an assured cyber deterrence model. However, this does 
not conclude that maintaining cyber deterrence is difficult. 
Primarily, a punishment model in the traditional concept of 
deterrence is based on deterrence by denial or deterrence by 
punishment. This tells varied response options- kinetic and non-
kinetic. In the contemporary world, challenges and vulnerabilities 
faced by the States germinate a need to establish deterrence in the 
cyber world to ensure State's survival. The study concludes that 
cyber deterrence is unlike nuclear deterrence and works only at a 
limited level primarily due to attribution and increasing cost-benefit 
ratio. Cyber deterrence manifests a limited punishment model, 
works at a limited level, and requires tremendous input to outweigh 
any possible outcome. The study concludes that the examples of 
SolarWinds and Iran's allegations of Israel's cyber-attack on its 
nuclear installation indicate that capabilities are not yet able to 
create enough credibility for cyber forces. States have launched 
cyber-attacks on other states but escaped retaliation due to lack of 
attribution. However, credible cyber forces are not yet prepared to 
launch a preventive or defence counter cyberspace attacks. The 
adversaries have yet not denied benefits or persuaded of any course 
of aggression as the States establishes only limited cyber deterrence. 



 

 
 


